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1 System Testing

1.1 Category Partition Test Case

¥ K| test O] test result 2F2| H|WE 2[5l test case = ALHE ALE



Group Category Value
Payment
PrePayment
Mode Mode
Input Authentication Code
Admin
==12
Card Number Length
12> || 12<
True
Balance
False
True
Exist in CardList
False
::6
Admin Code Length
6> || 6<
True
Admin Code Consistency
False
::4
User Auth Code Length
>4 || <4
Verification
True
User Auth Code Consistency
False
1~10
VM Address Length
>10 || <1
True
VM Address Consistency
False
True
False
Stock
Other DVM True
Other DVM False
True
VMList
False




1~20

Menu
Else
Input
True
Cancel
False
Balance Change
Payment
Not Change
Balance Change
Prepay
Not Change
Change
Stock change
Not Change
Balance Change
Function Refund
Not Change
True
Switch Mode
False
True
Create Auth Code
False
Authentication code duplicated or True
not False
True
Showing Menu
False
True
Showing VMList
False
True
Showing Payment
False
Output
Showing Authentication Code True
Screen: False
True
Showing Admin Mode Screen
False
True

Showing Error Message

False




Network

Vending machine startup request

and address

Request Fail

Request Success but not Msg type 1.

Request Success and Msg type1

Vending Machine Initiated

Response and Address

Response Fail

Response Success but not Msg type 2

Response Success and Msg type?2

Shut Down Vending Machine

Send Fail.

Send Success but not Msg type 3.

Send Success and Msg type3

Stock Status Request

Request Fail

Request Success but not Msg type 4

Request Success and Msg type4

Stock Status Response

Response Fail

Response Success but not Msg type 5

Response Success and Msg type5

Authentication Code Generation

Request

Request Fail.

Request Success but not Msg type 6

Request Success and Msg type6

Authentication Code Response

Response Fail

Response Success but not Msg type 7

Response Success and Msg type7

Refund request

Request Fail.

Request Success but not Msg type 8

Request Success and Msg type8

Refund Request Response

Response Fail

Response Success but not Msg type 9

Response Success and Msg type9




1.2 Generate Test Case Using TSL Generator



® TSL Generatord] &

KMode
Mode:
Payment.
PrePayment.
Input Authentication Code.
Admin
#Verification

Card Number Length:

==12.

12> || 12=.
Remain Money:

Exit.

No.
Exist in cardlist:

Yes.

No.

Admin Mode Code Length:
6> || 6<.
Admin Mode Code Consistency:
Yes.
No.

User authentication code:
=4 || <4

User authentication Code Consistency:
Yes.
No.

Vending Machine Address:
1~10.
>10 || <1.

Vending Machine Address Consistency :
Yes.
No.

Stock :
True. [property Stock]

-

® TSL Generator Output

mjo
Mo
x
1A

[property PayMode]
[property PrePayMode]
[property AuthMode]
[property AdminMode]

[property CardNumberlLength][if PayMode || PrePayMode]
[single]

[if CardNumberLength][property RemainMoney]
[single]

[if RemainMoney][property ExistinCardlist]
[single]

[if StartMode || OffMode][property AdminCodelength]
[single]

[if AdminCodelength][property AdminCodeConsistency]
[single]

[if AuthMode][property UserCodelength]

[single]

[if UserCodelength][property UsercodeConsistency]
[if UserCodelength][single]

[if AdminCodeConsistency][property VMAddressLength]
[single]

[if VMAddressLength][property VMAddressConsistency]
[error]



Test Case 1 <single>
Card Number Length : 12> || 12«

Test Case 2 <errors
Card Number Length : N/A

Test Case 3 <single>
Remain Money : No

Test Case 4 <single>
Exist in cardlist : No

Test Case 5 <single=
Admin Mode Code Length : 6> || 6=

Test Case 6 <error=
Admin Mode Code Length : N/A

Test Case 7 <single>
Admin Mode Code Consistency : No

Test Case 8 <single>
User authentication code : =4 || <4

Test Case 9 <errors
User authentication code : N/A

Test Case 10 =single> (follows [if])
User authentication Code Consistency : No

Test Case 11 <single=
Vending Machine Address : =10 || <1

1.3 Category Partition Testing



¥ K[ test 2 test result 2t2| H{WE |3l test case & ALHE ALE
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® C(Category Partition Testing Summary

Total(7l) Pass(7l) Fail(7H) Pass(%)
1X} Test 54 30 24 55.6
2K} Test 54 54 0 100

CPT Result : 54/54 = 100 % passed




1.4 Brute-force Testing
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® Brute-force Testing Summary

Pass(%)

91

100

Fail(7H)

Pass(7l)

32

35

Total(7H)

35

35

1K}t Test

2K} Test

BFT Result : 35/35 = 100 % passed



1.5 TestLink / Redmine

[TestLink]

@
Show metrics only for active test plans

Test Project Progress

| Progress: 100% [69/89]

gl 0% [0/89]
= 100% (897897
A5l 0% [0/89)
Feh 0% [0/89]

Test Plan Progress (ATTENTION: Only Test Plans with ACTIVE BUILDS are considered)

ety

] ExpandiCollapse Groups ([TF Show all Columns % Reset to Default State " 213 “F Reset Fiers MuliSort i/
ElAE 2 AHBSHE HIAE A& er () B3 [%] ST [3%)
0 100 0

VM Test Plan - Overall Progress: 100% 89
This Report shows the progress for the whole project and all (or only active) test plans defined within project.
“Overall Progress" for test plans is calculated based upon the progress of each platform (if in use).

“Test Project Progress” is calculated based upon the progress of all (or only active) test plans.

TestLinkoll4 44 : 2021/06/01 15:11:15

2Kt Test Z1¥ ZADt 897 HAE HO|A0 CH| 25 Pass

[Redmine]

The project progress is calculated by summing up all executions for a specific execution result for all platforms within all test plans. This sum is then set into relation to the sum of all active test cases for all platforms within all test plans.

Progress [%] ~
100
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1.6 Summary

- Spec Review
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- Category Partitioning Test

: Test Case : 54 ->  54/54 Passed ( Fail : 0) : 100 %

- Brute Force Test

: Test Case : 35 -> 35/35 Passed ( Fail : 0) : 100 %

=2X} BFT / CPT HIAE ZA1} A2EI9| DVME Spec 7|8t & FHE[QUCHD TE

= =

2 Static Analysis

2.1 SonarQube [ Bugs, Security Hotspots, CodeSmells]

[Overview]

¥¥ Bugs & Vulnerabilities @ Hotspots Reviewed & Code Smells Coverage Duplications Lines

e o e e 0.0% 20.0% 2k e Java

X Coverage= JacocoE AHE9S}10] 2.4 Code Coverage O M 2



) sonarqube v¥ [

Overview Issues

T ~

tilters

v Type CODE SMELL
¥¥ Bug
& Vulnerability

master ©

Security Hotspots

Clear All Filters

10
0

@ Code Smell

235 |

% + click to add to selection

v Severity

© Biocker 0
@ Critical 39
@ Major 63

(i Bl

> Scope

v

Resolution

> Status

v

Security Category

v

v

Language

v

& Minor

Creation Date NEW CODE

133
Info 0

Measures

(]

© Last analysis had 2 warnings

Code  Activity

t | toselect issues

[3 src/main/java/GUI/GUI_Admin.java

Project Settings v

May 31,2021, 10:44 AM Version 1.0 {;

Project Informatio

~ tonavigate () 1/235issues 3d 2h effort

(@]

2 duplicated blocks of code must be removed. Why is this an issue?
@ Code Smell v @ Major v+ O Open v Not assigned v 30min effort Comment

15daysagor % VT~
W pitfall

 WLEOA Yo &

Rename this package name to match the regular expression 'A[a-z_]+(\.[a-z_][a-20-9_]*)*$'. Why is this an issue?
@ Code Smell » ¢ Minor v O Open~ Not assigned v 10min effort Comment

Remove this unused import 'java.awt.EventQueue'. Why is this an issue?
@ Code Smell v & Minor v O Open v Not assigned v 2min effort Comment

Remove this unused import 'java.awt.event.ActionListener'. Why is this an issue?
@ Code Smell v & Minor v O Open v Not assigned » 2min effort Comment

Remove this unused import 'java.awt.event.ActionEvent'. Why is this an issue?
@ Code Smell v ¢ Minor v O Open v Not assigned v 2min effort Comment

Rename this class name to match the regular expression 'A[A-Z][a-zA-Z0-9]*$'. Why is this an issue?
@ Code Smell v & Minorv O Open v Not assigned v 5min effort Comment

Rename this field "gui_frame" to match the regular expression 'A[a-z][a-zA-Z0-9]*$'. Why is this an issue?
@ Code Smell » % Minor v O Open v Not assigned v 2min effort Comment

Rename this local variable to match the regular expression 'A[a-z][a-zA-Z0-9]*$'. Why is this an issue?
@ Code Smell » & Minor v O Open v Not assigned v 2min effort Comment

x

Taot e NN ZAue

7|83t "2l A Redmine

15daysagov L1 % T~

@ convention v

15daysago~v L3 % Y~
® unused v

15daysago~ L8 % Y~
W unused v

15daysagov L9 % T~
W unused v

15daysago~ L14 % Y~

@ convention v

15daysagov L16 % T~

¥ convention ¥
15daysagov L21 % T~

@ convention v

2o S5

- Bugs / Security Hotspots / CodeSmells [Critical | Major | Minor] &30 2| & 7|2

[Bug] - 1074



File

Network java

Line

96

Rule

Bug-1 : Null pointers
should not be

dereferenced

Review

Line 25 O|A Msg sendMsg = null O]
2t MOIEtT Line 9601 A
sendMsg.getSrc_id()& ot= A2
NullPointer 0217} &gt Jtsd0| AU
Ct.

2t NullPointerException X 2|7F &
KtCt.

31

Bug-6 : Resources should

be closed

m o]
=

AutoCloseable
resouces' I E1 & ALESI= AHS
FHETtL|Ct

112

Bug-7 : Resources should

be closed

= AU

o
=
AutoCloseable 222 'try-with-

141

Bug-8 : Resources should

be closed

Closeable ©l{OF BfL|Ct,
| =0t oz Qs 2=0
THEX] Y2 = UASLCL
AutoCloseable S22 'try-with-
resouces'If B2 AtE3t= AS

R

178

Bug-9 : Resources should

be closed

resouces I E1 2 AtESt= AS
FHESL|C

208

Bug-10 : Resources should

be closed

EEE= 'Soccket'S ‘finally'@H0] @& AE
FHgycCh

=




Controllerjava

210

Bug-5 : Resources should

be closed

resouces' I E1 & ALt AHS

FHgycCh

89

Bug-4 : Resources should

be closed

Q| Z|AA = Closeable 8{{OF LT
X A=CHEH o2 2d) ==0|
FHEX| $E2 = ASHLCH
AutoCloseable Z2H2 'try-with-
resouces'If &1 2 AtE3St= AS

=HBLICH

T —d

38

Bug-3 : Resources should

be closed

Q| 2|&AE Closeable 3fOf &L
k=]

resouces' i E1 S AIESt= A2

FugL

CardList.java

28

Bug-2 : Resources should

be closed

?| 2|&AE Closeable sfOF LT
X A=CHH o2 2 ==0|
THEX| 2 = ASH L
AutoCloseable S22 'try-with-
resouces'If B2 AtE3St= AS
FHgLCt




[Hotspots] -107H

File

Line

Rule

Review

Network.java

102

Security Hotspot-7 :
printStackTrace()

151

Security Hotspot-8 :
printStackTrace()

196

Security Hotspot-9 :
printStackTrace()

224

Security Hotspot-10 :
printStackTrace()

Controllerjava

71

Security Hotspot-3 :
printStackTrace()

84

Security Hotspot-4 :
printStackTrace()

100

Security Hotspot-6 :
printStackTrace()

CardList.java

52

Security Hotspot-2 :
printStackTrace()

printStackTrace()= &ZXtQ|
SHL|C

Z:
S245 &O[otA gLICt

VerificationCodelList.java

37

Security Hotspot-1 :

Math.random()

Math.randome()
java.lang.Math.random()
method= E2+0| F 9fghL|C}
java.security.SecureRandom
RNG At&S FHELCL




[CodeSmells] - [Critical | Major | Minor]

File Line Rule | Severity Review
40, 96, Code Critical Define a constant instead of
ritica
112 Smell duplicating this literal
Code - ) )
49 Smell Critical Add a default case to this switch.
me
Network L239- Cod AL Jt5dE =017] {5l AHESt
etwork java ode
) 84, | Major | Al B2 #AE FAME oy A%
me
L127 st 7{o| =C}.
At BHOFQ = class@! FunctionO| A
= Code Ma et Yot O|EQ| &= run)= M
ajor
Smell ) A}Moo 2 @OverrideE F7tslF
O{OF BtLC}.
Cod AE JtxdE =0|7] Qs ALESt
ode
Controllerjava L252 Smell Major | X| &2 &= FAXNE| O A
me
ste 20| Er}
139, Code . ) )
174 Smell Critical Add a default case to this switch.
me
GUI_Framejava o AC JHEHE £0[7| sl AL
ode
L45 cmell Major | X| @2 &= FAXE| Ci4 AN
me
Ste Zo| Ert
Cod Use static access with
ode
GUI_Main.java 92 Smell Critical "javax.swing.SwingConstants" for
me
"CENTER".
o AC S8 £0|7| lof Argt
ode
L33 Smell Major | X| @2 e FAXNE| T A
e 8= zi0| Zr
GUI_VMListjava
Cod l(address[il==null) ¥ ELCt=
ode
L59 cmell Minor address[i] !=null E$ISZ O Che
me
StA ®2ist= A0l ECLt
Cod AE Jt5dE =017] {5 ALESt
ode
Card java L27-40 Smell Major | X| &2 st FANE| ChA AbF|
me




Code
VM java L11 Srmell Major | X| 2 & FAXE| CH4 AN
me st 20| Ert
L33,
L42, IE 7t5ds =017] floh AHESt
Code N
VMList java L51-54, Srmell Major | X| &2 &= FAXNE| A A
me
L58, ot= 40| FHt
L80
Code . o
65 Critical Add a default case to this switch.
Smell
GUI_Errorjava
Code , HMOIAl 7|3t &= final 2L}
L13 Minor o L
Smell static final2 M QS| OFSHLY,
. _ Code . MAA 2=7|3tEl d= final 2Lt
GUI_Dispenserjava L14 Minor o I
Smell static final2 M A5} OFBHLY
o Code o Define a constant instead of
GUI_Admin java 40 Critical o o
Smell duplicating this literal
Code - Define a constant instead of
46 Critical L .
Smell duplicating this literal
Code o Refactor this method to reduce its
38 Critical o )
GUI_CardPayment.java Smell Cognitive Complexity
Add a nested comment explaining
62, 90, Code Critical why this method is empty, throw an
ritica
118, ... Smell UnsupportedOperationException or
complete the implementation.
Code - Refactor this method to reduce its
28 Critical o )
Smell Cognitive Complexity
GUI_VerificationCodeMode.java Add a nested comment explaining
54, 83, Code Critical why this method is empty, throw an
ritica
Smell UnsupportedOperationException or
complete the implementation.
Code » Refactor this method to reduce its
36 Critical . )
Smell Cognitive Complexity
GUI_Prepayjava Add a nested comment explaining
60, 80, Code .
Smell Critical | why this method is empty, throw an
me

UnsupportedOperationException or




complete the implementation.
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[Bugs]

uz
gHEA
41 LEEN
Testing ‘ O|CF | |Bugs v | o
=M
v Zg P X7 d A%
O # b LR Szl H5
O 59 A ST = Bug-10 : Resources should be closed
O 57 Hsh M 7= Bug-9 : Resources should be closed
[ 56 Zz AT 2= Bug-8 : Resources should be closed
O 55 Hsh M 7= Bug-7 : Resources should be closed
O 54 Zz AT 2= Bug-6 : Resources should be closed
O 53 =gk Fape 7= Bug-5 : Resources should be closed
[ 52 Zz AT 2= Bug-4 : Resources should be closed
O st =gk Fape 7= Bug-3 : Resources should be closed
O 50 Z2g AT e Bug-2 : Resources should be closed
O 49 =gk Fape 2E Bug-1 : Null pointers should not be dereferenced
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v

24

v =22 P R d mHE

0O #~ (¥
0 48 EE
0 47 2
O 46 2
O 45 EE
0O 44 EE
0 43 EE
0 a2 2
0O 41 2
O 40 2
0O 39 EES

[Code Smells]

ne
N
N

<

o O

[5%a]
EE
Testing

> 24

v dH58 9 A=7 d AT

O #v 88 8 2d&9
0 74 zZg 43 EE
0 73 zZg 47 =S
0O 72 Zg 47 =8
0O 70 zg A7 ES
0O 69 Zz 47 EF
0 68 zZg df &8
0O 67 zZs A3 =2
0 66 Zz U7 &8
0O 65 zZ& A7 S8
0O 64 zZe A7 =g
0 63 zZz df 8
0 62 zz 43 g
0 61 28 43 %8
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H=9
S2 Security Hotspot-10
I S22 Security Hotspot-9 :
™ 2 Security Hotspot-8 :
™ S4e Security Hotspot-7 :
™ S4e Security Hotspot-6 :
™ = Security Hotspot-5 :
ELs =] Security Hotspot-4 :
™ S22 Security Hotspot-3 :
™ s Security Hotspot-2 :
™ =2E Security Hotspot-1
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: printStackTrace()

printStackTrace()
printStackTrace()
printStackTrace()
printStackTrace()
printStackTrace()
printStackTrace()
printStackTrace()
printStackTrace()

: Math.random()

[Critical] Use static access with "javax.swing.SwingConstants" for "CENTER".
[Critical] Add a default case to this switch
[Critical] Add a nested comment explaining why this method is empty, throw an
UnsupportedOperationException or complete the implementation.
[Critical] Refactor this method to reduce its Cognitive Complexity
[Critical] Define a constant instead of duplicating this literal "2{-2 15", "Receive Msg:", "Send Msg:",

"localhost"

[Minor] Use the opposite operator ("!I=") instead. - GUI_VMList java
[Minor] Make this final field static too - GUI_Dispenser.java
[Minor] Make this final field static too - GUI_Error.java

[Major]:

This block of commented-out lines of code should be removed. -
: This block of commented-out lines of code should be removed. -
: This block of commented-out lines of code should be removed.
: This block of commented-out lines of code should be removed. -
: This block of commented-out lines of code should be removed. -
: This block of commented-out lines of code should be removed. -
: This block of commented-out lines of code should be removed.

[Minor] Use the opposite operator ("!=") instead. - GUI_VMList.java

admin AdminO|(7}) 42 Fof =7pg,

AFEQ:

.
uEel:

Y

Testing:

=]

QI%| : GUI_VMList.java / Line

I(address[i

ds 742

=
oo 4

AL

Code Smells

:59

Security Hotspot-4 : printStackTrace()

admin AdminO|(7}) 42 Hoj =7},

HEf:
btk H

Ak

Testing:

29

rz
oo =

A

Security Hotspots

2% : Controller.java / Line 84

nrintStackTrace(l= = HXle| =2 20|6kAH

VMList.java
VM.java

- Card.java
GUI_VMList.java
GUI_Frame.java
Controller.java

- Network.java

Bug-5 : Resources should be closed

admin AdminOI(7t) 4% Tof F=7be,

ELH B AN
FAEe: Us etE |
gax: -

Testing: Bugs

29

%I%] : Controller.java / Line : 210

9| 2|2+ Closeable #0F gL|C}. ©X] R A= olzf SFO| SHE X Y&  ASLCH

AutoCloseable 22§ 'try-with-resouces'TH &2 At@8H= 28 e LITh

OffAf

private void readTheFile() throws IOException {

Path path = Paths.get(this.fileName);
ffered reader = Files.

dReader(path, this.charset);
..

reader.close(); // Noncompliant
Files.lines("input.txt").forEach(System.out: :printin); // Noncompliant: The stream needs to be closed
}

private void doSomething() {

OutputStream stream = null;

try {

for (String property : propertyList) {

stream = new FileOutputStream("myfile.txt"); // Noncompliant

I

by

} catch (Exception e) {

} finally {
stream.close(); // Multiple streams were opened. Only the last Is closed.
¥
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2.4 Code Coverage - Jacoco

[Overview]

Overall Coverage Summary

Package Class, % Method, % Line, %
all classes 21.7% (15/ 69) 26.6% (62/ 233) 18.8% (253/ 1344)

Coverage Breakdown

Package ~ Class, % Method, % Line, %

GUI 0% (0/ 50) 0% (0/ 132) 0% (0/ 774)

Logic 80% (8/ 10) 52.3% (34/ 65) 29.7% (113/ 381)
tests 77.8% (7/ 9) 77.8% (28] 36) 74.1% (140/ 189)
[Logic]

Coverage Summary for Package: Logic

Package Class, % Method, % Line, %
Logic 80% (8/ 10) 52.3% (34/ 65) 29.7% (113/ 381)
Class Class, % Method, % Line, %
Beverage 100% (1/ 1) 100% (3/ 3) 100% (7/ 7)
Card 100% (1/ 1) 100% (5/ 5) 94.4% (17/ 18)
CardList 100% (1/ 1) 66.7% (2/ 3) 74.3% (26/ 35)
Controller 0% (0/ 1) 0% (0/ 19) 0% (0/ 117)
Msg 100% (1/ 1) 100% (5/ 5) 100% (10/ 10)
Network 0% (0/ 1) 0% (0/ 7) 0% (0/ 130)
VM 100% (1/ 1) 100% (6/ 6) 100% (13/ 13)
VMList 100% (1/ 1) 77.8% (7/ 9) 69.6% (16/ 23)
VerificationCode 100% (1/ 1) 100% (3/ 3) 100% (6/ 6)

VerificationCodeList 100% (1/ 1) 60% (3/ 5) 81.8% (18/ 22)
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[Test]

Coverage Summary for Package: tests

Package
tests

Class «
BeverageTest
CardListTest
CardTest
ControllerTest
MsgTest
VMListTest
VMTest

VerificationCodeListTest
VerificationCodeTest

- ControllerTestjava Ot 2 X /st

- VerificationCodeTest java Lt2°| H<L
got7| W20 HH X7t 00

-

C
ot

Jhssictn

rE

Xl
—

HAE HAA MO=Z H=

Bt

Class, %
77.8% (7/ 9)

Class, %

100% (1/ 1)
100% (1/ 1)
100% (1/ 1)
0% (0/ 1)

100% (1/ 1
100% (1/ 1
100% (1/ 1
100% (1/ 1
0% (0/ 1)

—

—/ -

£ @Test
LIZ2 =0

E%l =7ts5t

ol oS Helst LI £

A&l SefA T CHSH Unit Test Casel| 7HH{2|X|7}
RO Xl Unit Test Code I}O|2t1

Method, %
77.8% (28/ 36)

Method, %

100% (3/ 3)
100% (2/ 2)
100% (5/ 5)
0% (0/ 6)

100% (6/ 6
100% (4/ 4
100% (5/ 5
100% (3/ 3
0% (0/ 2)

Aot AHBHE|X|7F 00| LtZ

. I

Line, %
74.1% (140/ 189)

Line, %
100% (8/ 8)
100% (14/ 14)
100% (23/ 23)
0% (0/ 46)
100% (24/ 24)
100% (30/ 30)
100% (18/ 18)
100% (23/ 23)
0% (0/ 3)



